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m and his secret kev. such that U (using his secret key) can quickly generate o and

anyone can quickly verify the validity of o, using U’s public key. However, it is hard
to forge U’s sienatures without knowledge of his secret kev. We stress that signing is a.
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. besigned. with one pair.of kevs.

Many signature schemes are known. Based on various intractability assumptions, sev-
eral schemes have been proven secure even against chosen message attack 181. [71. [11,

[14], [21]. Unfortunately, in these schemes, the signing process is not sufficiently fast for
some practical purposes. Furthermore, even more efficient schemes like RSA [20] and
Rabin’s scheme of 1171 (which achieve a “lower level” of securitv) are considered t0o
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Definition 2 (Types of Attacks).

o A chosen message attack on a signature scheme (G. S. V) is a probabilistic oracle
: = L

= = —_—

e __________machine that on inout (a parameter) 1" and (a verification key) vk also getsoracle

B —
s |

. - ) access to S.. (). where (sk. vk) is in the range of G(1™). The (randomized) oracle _
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(For simplicitvy we assume that the same query is not asked twice.)
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Definition 4 (Standard Definition of Secure Signature Schemes). A signature schemeis.

in existential forgerv with negligible orobability,

i ]

(A funclli_o_n f: N > N is called negligible if, for every polynomial p(.) and all
L 3 - Fﬁ;.

sufficiently large n’s, it holds that f(n) < 1/p(n).)

Notice that there is nothing sacred in the choice of polynomials as specification for the

time bound or success probabilitv. This choice is iustified and convenient for a theoretical .
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3. The General Construction

We first define digital signature schemes with less-stringent security properties. Namely.

Definition 6, A one-time signature scheme is a digital signature scheme which can

. Notice the anglogv with _a_one-time pad. which allows private messages to be sent ,
5_‘7 - - = = =
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be obtained by using collision-free hashing functions. This allows us to set m*(n) = n




On-Line/Off-Line Digital Signatures 45

of its attack). This forsed signature either uses a one-time verification kev. vk. which
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produce a signature to a string C’ that is not only different from C. but is also at distance

at least d from C.

Construction 2 (Using Error-Correcting Codes), Letm. m’.d: N - Nbe polvnomial-

time computable integer functions, let u: {0, 1V +— {0, IV* be an (m(-). m' (). d(-))-
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Proof of T.emma 3. Let F be a probabilistic algorithm that existentiallv breaks the_

a

one-time scheme, via a chosen (single) message attack, in time T () with probability
£(-). Hence, for every n € N, with probability £(n), algorithm F first asks for a signature
of M ID 1171 and than nradneec a cionature tn M £ M T et (MY — b, ... h . and

w(M') = ¢y - - cp. By definition of the code, b; # c; for at least a p fraction of the i’s
in{l,...,m'}.
The inverting algorithm, A, operates as follows. On input vy, algonthm A uniformly
_
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search_for_inverting_a function, are less favorable when it is necessary to invert the
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message attack. when the integers which are nsed are the product of two large (sav 256
. }Z .

bits long) primes.

The One-Time Signature Scheme

For the one-time signature scheme. we use anv of the constructions presented in Section 4.
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Table 1
. R —— = —Y_ -
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Implementation

Sigpaturelength 21,632 4,142 7552  31.037

DESoperations 128 1920 4800 185 ‘
— -._'“ . I
Secuit 1 1 1 1 |
courty 1,400 370 2,600 12,000
— - . s ————————————————————
= 5 _— —— —
Security

N ] Our analysis is based on two assumptions. The first is that it is practically infeasible to_
= — .
= = = = .
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Table 2
Q T £
104 108 1
14, 000
1
10 107 1200
1
104 108 v

to be siegned and runs in time allowing T DES computations is boundedgv ]

256-T-Q
D .

We stress that ( is upper-bounded bv the number of messages signed by a single instance _

of our on-line/off-line signature scheme. throughout the “life time” of this instance. It

— (i.e.. Q) is not the total number of messages which can be signed by all instances of .

e e ————— [
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our_svstem. Recall that an instance of the signature scheme is obtained by running the
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probability of breaking Implementation 4 is at most max{p, (15.4 - p)?, (256 - p)*},
where p is the bound computed by using Lemma 3. Similarly, using L.emma 7 with
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Parenthetical Remark. Bv a minor modification we can obtain an on-line/off-line sig-
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denoted 7, is identical to a reference sequence used in a previous message. We denote
this previous messagse bv M’ = ¢1---c.. Since M # M'. apositioni existsinwhich

the two messaces differ (i.e.. b: # ¢;) and it follows that the signature M contains a__

2 e

signature Sev(r;) was not part of the signature obtained for M’. since ¢; % b;). With verv
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