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Abstract 

Background  In the current era of rapid technological development, digital technology is progressively transforming 
the medical field. In palliative care, its integration is an inevitable trend, offering new possibilities for improving care 
delivery and patient outcomes.

Objective  This study aimed to review the application of digital technologies in palliative care, focusing on their 
advantages, challenges, and measurable impacts across diverse care settings.

Methods  A scoping review was conducted, evaluating studies published between January 1, 2000, and August 1, 
2024. Searches were performed across PubMed, CINAHL, Web of Science, Scopus, and the Cochrane Library. Original 
studies assessing digital interventions within palliative care settings were included. Data extraction included study 
design, sample size, setting, intervention type, and outcomes. Methodological quality was appraised using appropri-
ate tools for randomized controlled trials (RCTs), non-randomized studies, mixed-methods studies, and qualitative 
studies. Two independent reviewers conducted the data extraction and quality appraisal, resolving disagreements 
through discussion.

Results  Twenty-four studies were included, examining digital technologies such as computer systems, virtual reality 
(VR), and wearable devices. Key interventions supported information provision, symptom monitoring, psychological 
support, and communication feedback. Digital tools demonstrated positive impacts on pain management, symptom 
distress, quality of life, and patient acceptability. Despite methodological strengths in most studies, limitations such 
as small sample sizes and inconsistent outcome measures were noted.

Conclusion  Digital technologies in palliative care demonstrate significant potential to improve patients’ quality of life 
and alleviate symptom burden through remote monitoring, real-time feedback, and personalized interventions. These 
innovations address limitations of the traditional biomedical model, enhancing the accessibility and overall quality 
of palliative care.
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Introduction
Palliative care seeks to improve the quality of life for 
patients with life-threatening illnesses and their fami-
lies by alleviating physical, psychological, social, and 
spiritual suffering [1]. This care model is applicable at 
any stage of illness, not limited to end-of-life care, and 
is particularly essential for patients facing complex 
treatments or psychological distress [2].

As global aging accelerates and chronic illnesses such 
as cancer and dementia rise, the demand for palliative 
care is increasing dramatically. An estimated 56.8 mil-
lion people currently require palliative care annually, 
a number expected to nearly double by 2060 [3]. How-
ever, only about 14% of those in need receive such ser-
vices, reflecting a significant global care gap [4]. Studies 
predict that by 2060, around 48  million people world-
wide will die from serious health-related suffering [5]. 
This indicates that the traditional biomedical model 
of institutionalized healthcare may not be sufficient to 
meet the growing demand for palliative care. Moreover, 
access to palliative care remains inadequate, especially 
in resource-limited regions, leading to a lack of essen-
tial support and care for many patients. This imbalance 
between supply and demand has prompted the medi-
cal community to explore new methods to expand the 
reach and quality of palliative care services.

In this context, the rapid development of digital tech-
nology presents new opportunities for palliative care. 
Digital technology encompasses fields such as comput-
ers, virtual reality (VR), and wearable devices, and its 
use in healthcare has demonstrated considerable poten-
tial. For instance, Gustafson et al. [6] used computers to 
establish social communication channels for advanced 
cancer patients and monitor symptoms with real-time 
feedback, finding that online support systems reduced 
symptom distress. Guenther et al. [7] employed immer-
sive 360° VR interventions for palliative care patients, 
including videos for travel, relaxation, and meditation, 
which resulted in significant pain reduction. Wright 
et  al. [8] utilized wearable devices to continuously 
monitor physiological indicators, such as heart rate and 
steps, in patients with advanced gynecologic cancer, 
enabling timely adjustments to treatment plans, and 
improving symptom management.

Despite promising outcomes, barriers such as high 
costs, limited accessibility, user acceptance, and data 
privacy concerns hinder the widespread adoption of 
digital technologies in palliative care. This review aims 
to systematically analyze the current state of digital 
technology in palliative care, focusing on interven-
tion types, their impact on patient outcomes, and the 
challenges to their implementation. These insights will 
inform future research and guide the development of 

innovative, patient-centered approaches to palliative 
care.

Materials and methods
This study followed the scoping review framework by 
Arksey and O’Malley [9], with reporting guided by the 
PRISMA-ScR extension [10]. The research protocol was 
registered on the Open Science Framework (https://​doi.​
org/​10.​17605/​OSF.​IO/​A4B3J).

Define the research questions
The primary research questions were:

① What digital technologies are currently applied 
in palliative care, and what are their functional 
domains?
② How do these technologies impact patient out-
comes and care quality?
③ What barriers and facilitators affect the imple-
mentation of digital technologies in diverse palliative 
care settings?

Literature search strategy
Databases including PubMed, CINAHL, Web of Science, 
Scopus, and Cochrane Library were searched from Janu-
ary 1, 2000, to August 1, 2024. A combination of Medi-
cal Subject Headings (MeSH) and free-text terms was 
used to ensure comprehensive retrieval. MeSH terms 
included “Digital Technology,” “Palliative Care,” “Hospice 
Care Nursing,” “Terminal Care,” and “End-of-Life Care,” 
tailored for databases such as PubMed and CINAHL that 
support controlled vocabularies. Free-text terms, includ-
ing “digital technology,” “internet,” “computers,” “virtual 
reality,” “VR,” “web,” “platform,” “wearable devices,” and 
“intelligent robot,” were used in databases without MeSH 
indexing, such as Scopus and Web of Science. Boolean 
operators (AND/OR) were used to combine terms, and 
search strategies were adjusted for the indexing systems 
of each database. Detailed search strategies are provided 
in Appendix 1.

Inclusion and exclusion criteria
Inclusion criteria:

① Studies involving adults (≥ 18 years) receiving pal-
liative care.
② Original research assessing digital technologies in 
palliative care (RCTs, observational studies, qualita-
tive studies, and mixed-methods).

Exclusion criteria:

https://doi.org/10.17605/OSF.IO/A4B3J
https://doi.org/10.17605/OSF.IO/A4B3J
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① Reviews, conference abstracts, and inaccessible 
full texts.
② Study protocols, guidelines, opinions, or policy 
documents.

Literature screening
The EndNote X9™ bibliographic software (Clarivate 
Analytics, USA) was used to store and deduplicate the 
retrieved articles. Covidence systematic review soft-
ware (Veritas Health Innovation, Australia) was utilized 
for screening titles and abstracts against the inclusion 
and exclusion criteria. Two reviewers (YHT, XL) inde-
pendently screened the titles and abstracts, with a third 
reviewer (YW) resolving potential conflicts. The final 
selection of studies proceeded to full-text review.

Data extraction and analysis
Full-text articles selected during the screening stage were 
reviewed independently by two reviewers (YHT, HMX). 
Extracted data included author, country, publication year, 
study type, study population, sample size, intervention 
measures (technology, specific applications, content ele-
ments), intervention duration, outcome measures, and 
measurement tools. Any discrepancies were resolved 
through discussion with a third reviewer (YW).

Quality appraisal of studies
This study selected appropriate quality appraisal tools 
based on the study design of the included articles to 
ensure the scientific rigor and reliability of the evalu-
ations. For randomized controlled trials (RCTs), the 
Cochrane Risk of Bias Tool [11] was used to assess poten-
tial biases. Non-randomized quantitative studies were 
evaluated using the Newcastle-Ottawa Scale (NOS) 
[12] to appraise cohort selection, comparability, and 
outcome measurement quality. Mixed-methods stud-
ies were assessed using the Joanna Briggs Institute (JBI) 
[13] checklist for mixed methods, focusing on the inte-
gration of quantitative and qualitative data. Qualitative 
studies were appraised with the Critical Appraisal Skills 
Programme (CASP) [14] tool, which evaluates the clarity 
of research questions and the trustworthiness of the data.

Results
Results of literature screening
 A total of 9,720 articles were initially retrieved. After 
removing duplicates, 6,048 articles remained. Following 
title and abstract screening, 5,897 articles were excluded. 
After full-text review, 127 articles were further excluded, 
resulting in the inclusion of 24 articles [6–8, 15–35]. See 
Fig. 1.

Fig. 1  Flowchart of study selection
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Basic characteristics of included studies
A total of 24 studies were included in this review after 
applying the inclusion and exclusion criteria. These stud-
ies were published between 2009 and 2024. Nine stud-
ies [6, 8, 17, 18, 20, 23, 30, 32, 34] were conducted in the 
United States, three in the United Kingdom [22, 27, 29], 
two in Australia [15, 33], two in Canada [19, 21], and two 
in Switzerland [28, 31]. The remaining six studies were 
conducted in China [35], Japan [26], Tanzania [25], India 
[16], Germany [7], and Italy [24]. The studies included six 
randomized controlled trials [6, 15, 22, 23, 29, 32], eleven 
quantitative non-randomized studies [7, 16, 20, 24, 26–
28, 30, 33–35], six mixed-methods studies [8, 17–19, 21, 
31], and one qualitative study (22). Five studies [16, 24, 
28, 30, 32] were conducted in home settings, while the 
others [6–8, 15, 17–23, 25–27, 29, 31, 33–35] were con-
ducted in hospitals or palliative care institutions. The 
basic characteristics of the included studies are presented 
in Table 1. A summary of digital technology applications 
in palliative care is provided in Table 2.

Literature quality assessment
The quality appraisal of the 24 included studies was con-
ducted based on their study design. Six RCTs [6, 15, 23, 
25, 29, 32] were assessed using the Cochrane Risk of Bias 
Tool. The overall risk of bias showed that three stud-
ies [6, 15, 29] were rated as low risk, while three studies 
[23, 25, 32] were rated as moderate risk due to insuffi-
cient blinding, which may have introduced performance 
bias. Ten non-randomized quantitative studies [7, 16, 20, 
26–28, 30, 33–35] were evaluated using the NOS. The 
overall quality showed that five studies [16, 26, 28, 33, 34] 
were rated as moderate quality due to robust participant 
selection and outcome measurement, although compa-
rability was limited. Five studies [7, 20, 27, 30, 35] were 
rated as low quality due to insufficient sample size and 
inadequate outcome measurement. Seven mixed-meth-
ods studies [8, 17–19, 21, 24, 31]were appraised using 
the JBI checklist for mixed methods. The overall quality 
showed that two studies [8, 24] were rated as high qual-
ity due to comprehensive integration of quantitative and 
qualitative data. Five studies [17–19, 21, 31] were rated as 
moderate quality due to insufficient transparency in data 
integration and unclear methodological rigor. One quali-
tative study [22] was assessed using the CASP tool. It was 
rated as high quality, although it had limitations in data 
saturation.

Types and specific applications of digital technologies 
in palliative care
Ten studies [6, 16, 19, 21, 23, 25, 30, 32–34] applied com-
puter-based technologies, such as websites, platforms, 
and apps, including PAINReportIt®, CHESS Coping with 

Lung Cancer website, FitBit®™, mPalliative Care Link, 
CommCare platform, e-PC software, and WhatsApp®, 
to palliative care. In palliative care, computer technolo-
gies enhance the quality of care and patient experience 
by improving data access and sharing efficiency, provid-
ing psychological support, entertainment, communica-
tion, and monitoring functions. Twelve studies [7, 15, 
17, 18, 20, 22, 24, 26, 27, 29, 31, 35] applied virtual real-
ity (VR) to palliative care, utilizing devices like Google 
Earth VR, YouTube VR, Samsung Gear VR, Facebook 
Oculus Go, Room Scale VR, Mirage Solo VR, Google 
Daydream VR, Oculus Rift® headset, PICO G2 4 K VR, 
and Tripp VR. Patients used head-mounted displays and 
stereoscopic glasses for a 360° immersive experience in 
a virtual world, with options to choose different themes 
based on personal needs, including relaxation (beach, 
music, meditation), travel experiences (Iceland and Lon-
don), and animal therapy (dolphin therapy, western farm, 
nature reserve), as well as interactive games. Through 
non-invasive simulation technology, patients could inter-
act with virtual objects in real-time, enhancing psycho-
logical support and overall quality of life by simulating 
a realistic environment. Two studies [8, 28] employed 
wearable devices in palliative care, including Fitbit Zip, 
Fitbit Charge 2, and bracelet Ecerion®. In palliative care, 
wearable devices provide continuous data streams by 
monitoring physiological parameters, such as heart rate, 
blood pressure, and activity levels, to optimize care deci-
sions and personalized treatment plans. Their advantages 
include improved continuity and accuracy of monitoring, 
reduced hospital visits, enhanced patient self-manage-
ment, and early warning mechanisms to prevent poten-
tial complications.

Content elements of digital technologies in palliative care
(1) Information Collection [6, 8, 19, 25, 26, 28, 30, 32–34]: 
Platforms or software are used to monitor patients’ health 
data, including self-monitoring of symptoms and signs, 
continuous tracking of pain, fatigue, anxiety, depression, 
and sleep, as well as remote monitoring of vital signs. (2) 
Information Provision [6, 23, 32]: Health education is 
provided through videos, courseware, and online tutori-
als, offering disease knowledge, care guidance, and relax-
ation techniques. (3) Decision Support [6, 8, 34]: Based 
on patient data, healthcare providers can remotely offer 
decision-support information, serving as a reference for 
patient decisions. (4) Communication Feedback [6, 16, 
23, 25, 33]: Services include online text or video commu-
nication, patient messaging, and feedback. (5) Psycholog-
ical Support [7, 15, 17, 18, 20–22, 24, 27, 29, 31, 32, 35]: 
Psychological relaxation is facilitated through immersive 
VR, video watching, and audio listening. Online cognitive 
behavioral therapy and psychological education websites 
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Table 2  Summary of digital technology applications in palliative care

Author & Year Main Research Content and Results

Wilkie et al. [34] 2009 Developed and evaluated an interactive pentablet software, “PAINReportIt-Plus,” designed to assist cancer patients in home 
hospice care to report pain and related symptoms. The findings demonstrated high acceptability of the tool (mean score 
10.3/13), significantly enhancing symptom visibility and reducing symptom distress, thereby optimizing symptom manage-
ment processes.

Gustafson et al. [6] 2013 Studied and evaluated an online support system called CHESS (Comprehensive Health Enhancement Support System) 
designed to assist patients with non-small cell lung cancer (NSCLC) and their caregivers in managing symptoms and access-
ing social support. The findings demonstrated that CHESS significantly reduced patient symptom distress (e.g., Cohen’s 
d = 0.61 at 6 months) compared to the Internet and showed potential for enhancing caregiver satisfaction and patient 
survival.

Steel et al. [32] 2016 Investigated and evaluated a web-based stepped collaborative care intervention designed to reduce depression, pain, 
and fatigue in patients with advanced cancer while improving quality of life. The findings demonstrated that, compared 
to enhanced usual care, the intervention significantly reduced depression (Cohen’s d = 0.71), pain (Cohen’s d = 0.62), 
and fatigue (Cohen’s d = 0.26) and markedly improved quality of life (Cohen’s d = 0.99) at six months. Additionally, the inter-
vention lowered levels of inflammatory markers (e.g., IL-6 and IL-1b), increased natural killer (NK) cell numbers, and reduced 
caregiver stress and depression.

Tieman et al. [33] 2016 Evaluated a telehealth-based intervention designed to support palliative care patients and their caregivers in the community. 
The findings indicated that the intervention demonstrated high feasibility, with patients and caregivers effectively managing 
the technology to report symptom data, significantly enhancing the responsiveness and overall quality of community-based 
care services.

Guo et al. [19] 2017 Investigated and evaluated an internet-based communication and information technology intervention called “Keep 
in Touch (KIT)” to support in-patient palliative care patients and their family members. The findings indicated high feasibility 
of the intervention, significantly enhancing patients’ social connectedness, reducing loneliness, and improving overall well-
being and quality of life.

Wright et al. [8] 2018 Investigated and evaluated a mobile health intervention named “HOPE” (Helping Our Patients Excel), which incorporated 
wearable devices (Fitbit Zip and Fitbit Charge 2) to monitor physical activity and biometric data for improving symptom 
management in patients with advanced gynecologic cancers. The study demonstrated high feasibility and acceptability, 
with participants achieving an average daily step count of 3,973, indicating a significant increase in physical activity. Addi-
tionally, most participants reported that the wearable devices motivated their physical activity, enhanced communication 
with their care team, and improved their overall symptom management, ultimately contributing to better quality of life.

Niki et al. [26] 2019 Investigated and evaluated a VR-based intervention aimed at alleviating symptom burden in terminal cancer patients 
through simulated travel experiences. The study demonstrated significant reductions in pain (Cohen’s d = 0.57 
d = 0.57d = 0.57), fatigue (Cohen’s d = 0.68 d = 0.68d = 0.68), depression (Cohen’s d = 1.08 d = 1.08d = 1.08), and anxiety (Cohen’s 
d = 0.86 d = 0.86d = 0.86), along with improved overall well-being. The intervention was found to be safe with no severe side 
effects, highlighting its feasibility and potential in palliative care settings.

Ferguson et al. [18] 2020 Investigated a VR-based intervention to provide therapeutic recreational experiences for hospice patients living with demen-
tia (hPLWD). Participants wore a VR headset to view a beach scene, with 56% reporting enjoyment and 48% expressing 
willingness to use it again. Although 8% experienced worsened behavioral and psychological symptoms, VR was generally 
deemed safe and beneficial, with potential to enhance patients’ quality of life.

Johnson et al. [20] 2020 Evaluated a VR-based intervention aimed at improving symptom management for palliative care patients. Twelve patients 
participated in a one-time, 30-minute VR session. The study found that most participants reported ease of use, with 83% 
recommending the intervention to others. Symptom assessments (ESAS-r) indicated trends of improvement in pain, fatigue, 
drowsiness, depression, and anxiety, with a significant reduction in anorexia. Overall, VR was deemed a promising modality 
for palliative care interventions.

Kabir et al. [21] 2020 Investigated an audiovisual technology called “LIFEView,” designed to support well-being and quality of life in palliative 
and end-of-life care patients through virtual travel experiences. The study found high feasibility and acceptability, with par-
ticipants showing slight but positive trends in improving psychological, physical, and spiritual symptoms. The intervention 
was widely appreciated for fostering reminiscence and meaning-making, with potential value in reducing psychological 
distress.

Pavic et al. [28] 2020 Investigated a wearable device-based mobile health technology designed to monitor the health of discharged palliative 
care cancer patients and predict health deterioration. The study demonstrated high feasibility, with 76% of patients find-
ing the method beneficial and willing to recommend it to others. Data analysis revealed that resting heart rate, heart rate 
variability, and step speed effectively predicted unplanned emergency visits and readmissions, highlighting the potential 
of wearable technology as a digital biomarker for health deterioration.

Schoppee et al. [30] 2020 Investigated the Wi-Fi-enabled PAINReportIt® tablet tool for real-time pain reporting by cancer patients in hospice care. 
Results showed high acceptability among patients (mean score 12.2/14) and caregivers (mean score 8.5/9), with no signifi-
cant differences by gender or race. While older adults and those with limited computer experience scored slightly lower, 
overall feasibility was high, suggesting the tool’s potential as an effective method for pain management and communication 
in hospice care.

Brungardt et al. [17] 2021 Investigated and evaluated a combined VR and music therapy (MT) intervention aimed at managing emotions and symp-
toms in hospitalized palliative care patients. Patients experienced a personalized music playlist within a VR environment. 
The intervention showed high feasibility and acceptability, with 74% of patients completing it and 53% giving the highest 
satisfaction rating. Participants reported emotional benefits, such as calmness and comfort, alongside physical responses, 
including pain relief and relaxation.
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are also used to provide psychological support. (6) Alerts 
and Warnings [8, 33]: The system analyzes patient-
uploaded data, and when the data exceeds preset thresh-
olds, it sends alerts to relevant healthcare professionals. 

It also assists patients in seeking help by sending distress 
signals to healthcare providers.

Table 2  (continued)

Author & Year Main Research Content and Results

Lloyd et al. [22] 2021 Investigated a VR-based intervention aimed at improving the overall well-being of hospice patients through immersive expe-
riences. Nineteen patients participated in a 30-minute VR session, and findings demonstrated high acceptability. Most partici-
pants enjoyed the intervention and reported significant relief in symptoms such as pain and anxiety, along with improved 
emotional and psychological well-being. The study highlighted VR’s potential to help patients temporarily escape the con-
straints of reality and reconnect with meaningful experiences, enhancing their sense of life’s value.

Moscato et al. [24] 2021 Investigated and evaluated a VR-based intervention aimed at alleviating symptoms in cancer patients receiving home pallia-
tive care. The study revealed that while long-term outcomes (e.g., anxiety, depression, pain) showed no significant improve-
ment, the VR intervention significantly reduced pain (− 37.73%), anxiety (− 46.36%), depression (− 30.05%), and shortness 
of breath (− 36.32%), and enhanced overall well-being (+ 26.36%) in the short term after use. No adverse side effects were 
reported, indicating high feasibility and acceptability of the intervention.

Ngoma et al. [25] 2021 Evaluated a smartphone application called “mPalliative Care Link (mPCL)” designed to enhance remote palliative care 
through community health workers for patients with advanced cancer. The study found that while symptom severity 
was higher in the mPCL group, care satisfaction was comparable to the phone-contact group. The app facilitated automated 
symptom assessment and response, showing promise as a scalable palliative care intervention, particularly in resource-
limited settings.

Nwosu et al. [27] 2021 Investigated the feasibility and potential applications of a VR intervention in palliative care settings. Conducted in two UK 
specialist palliative care units, 15 participants (patients and caregivers) engaged in immersive therapy using the Samsung 
Gear VR system. Findings revealed that 93.3% of participants reported a positive experience and expressed willingness to use 
the intervention again, with no significant adverse effects observed. The study highlighted critical considerations for VR 
implementation, such as equipment selection, infection control, and session configuration, emphasizing the need for further 
research to integrate VR into palliative care practices.

Perna et al. [29] 2021 Investigated the feasibility and effects of a personalized VR intervention for repeated use in palliative care patients. The study 
included 26 participants, 77% of whom completed all four 4-minute VR sessions. Results showed significant symptom score 
reductions in the intervention group after the first session (from 26.3 to 11.5), compared to a decrease from 37.9 to 25.5 
in the control group. While personalized VR did not significantly outperform non-personalized VR (P = 0.60), repeated VR ses-
sions demonstrated high feasibility and acceptability, with potential benefits for psychological well-being.

Austin et al. [15] 2022 Investigated a VR intervention for managing cancer pain in palliative care. Thirteen participants underwent a crossover trial 
using 3D head-mounted (HMD VR) and 2D screen applications. Results demonstrated significant reductions in cancer pain 
intensity for both methods (3D HMD VR: −1.9, P = 0.00, 2D screen: −1.5, P = 0.007), though no significant differences were 
observed between the two. The study highlighted VR as a feasible and safe adjunctive approach for pain management.

Balasubramanian et al. [16] 2022 Evaluated an e-Palliative Care (e-PC) homecare service model that utilizes virtual doctor consultations to enhance patient 
and caregiver satisfaction and care outcomes for advanced cancer patients. The study found high overall satisfaction (mean 
score 4.39/5), with notable benefits in reducing financial burdens and improving time convenience. e-PC was deemed a fea-
sible and cost-effective solution for delivering high-quality palliative care in resource-limited settings.

Guenther et al. [7] 2022 Evaluated a single VR experience for alleviating pain and improving symptom control in palliative care patients. The study 
included 40 participants and demonstrated significant pain reduction during and up to one hour after the VR session (from 
a baseline VAS of 2.25 to 0.7 during use, P < 0.0001). 85% of patients rated the experience as “very good” or “good,” and 82.5% 
expressed willingness to use it again. Despite minor side effects such as dry eyes and headaches, VR was found to be a highly 
acceptable and effective non-pharmacological intervention for pain relief in palliative care.

Seiler et al. [31] 2022 Investigated a VR-based intervention to assess its feasibility and acceptability among palliative care patients. Six patients 
participated in a single 20 to 60-minute VR session, experiencing content such as nature landscapes and specific locations. 
The study revealed significant reductions in overall symptom burden (ESAS total score decreased by 8.4 points) and psy-
chological distress (DT decreased by 0.6 points). Participants widely reported relaxation and psychological relief, with most 
expressing willingness to use VR again. Although a few patients faced discomfort with equipment use, the overall feasibility 
and acceptability were high, highlighting VR’s potential application in palliative care.

Mirshahi et al. [23]2024 Investigated the feasibility and acceptability of an early telehealth-based palliative care intervention aimed at improving 
the quality of life in heart failure patients. Conducted in Iran, the study involved six weeks of nurse-led webinars and What-
sApp group activities. Results indicated high feasibility and acceptability, with 78% of participants willing to join again or rec-
ommend it to others. While trends for anxiety and depression improvement were not statistically significant, quality-of-life 
scores (PKCCQ and FACIT-PAL-14) improved significantly in the intervention group (PKCCQ: P < 0.001; FACIT-PAL-14:P = 0.001). 
The study highlights the potential of this approach in resource-limited settings.

Guo et al. [35] 2024 Explored the application of VR technology in symptom management for patients with advanced cancer. Sixty-one patients 
participated in a 30-minute VR relaxation session, and results indicated significant improvements in symptoms such 
as pain, fatigue, nausea, anorexia, anxiety, and depression (P < 0.05). The intervention showed high patient acceptability, 
although 15% experienced mild dizziness, which resolved spontaneously. The study concluded that VR is a safe and effective 
adjunctive treatment with potential for broader implementation in palliative care for advanced cancer patients.
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Outcome measures and effectiveness of digital 
technologies in palliative care
Outcome measures mainly include pain levels, symp-
tom distress, psychological or mental health, quality 
of life, physiological parameters, feasibility indicators, 
and acceptability indicators. Pain levels were assessed 
using tools such as MPQ [34], BPI [24, 32], NRS [7, 
15, 26, 35], PAIN-AD [18], VAS [7, 28], and NCCN 
[31]. Symptom distress was evaluated using SDS [34], 
ESAS [6, 15, 20, 21, 24, 26, 28, 29, 31, 35], FACT-G [32], 
FACT-Fatigue [32], SAS [33], and POS [25]. Psycho-
logical or mental health was assessed through CES-D 
[32], the UCLA Loneliness Scale [19], FACIT-Sp-12 
[21], and HADS [23, 24]. Quality of life was meas-
ured using AKPS [33], self-made questionnaires [19], 
EORTC QLQ-C 30 [28], EQ-5D-5  L [7], PKCCQ [23], 
and FACIT PAL-14 [23]. Physiological parameters were 
evaluated by serum cytokine levels [32], Natural Killer 
(NK) cell numbers [32], activity index [24, 33], weight 
[33], heart rate [8, 21, 24], step count [8], blood pres-
sure [21], electrodermal activity [24], and skin tempera-
ture [24]. Feasibility was assessed by usage time [17, 33, 
34], patient enrollment rate [8, 21], intervention com-
pletion rate [8, 15, 21, 23], side effects [15, 21, 26, 27, 
31], intervention burden [21], The Greater Cincinnati 
Chapter Well-Being Observation Tool© [21], patient 
mortality [17], discontinuation rate [17], and dropout 
rate [23, 31]. Acceptability was evaluated using CAS 
[30, 34], patient satisfaction [8, 15, 17–19, 23, 26, 29, 
31], willingness to use [8, 18, 23, 26, 27, 31], SUS [17], 
self-made nursing quality scales [25], IPQ [15], e-Pallia-
tive Patient Satisfaction Questionnaire [16], and patient 
compliance [23]. Additionally, seven studies [8, 17–19, 
21, 22, 31] conducted semi-structured interviews with 
patients to discuss their experiences.

Discussion
Digital technologies have promising applications 
in palliative care patients
The studies included in this review indicate that digi-
tal technologies have high feasibility and acceptability 
among palliative care patients, with only a small num-
ber of patients experiencing mild adverse effects, such 
as dizziness and dry eyes, during use [7]. Most patients 
provided positive feedback after using the technolo-
gies, with no serious adverse events reported and over-
all high intervention completion rates. However, based 
on the study periods and content, the application of 
digital technologies in palliative care remains in its 
early exploratory stage, with most research focusing on 
basic feasibility rather than in-depth clinical efficacy 
validation.

These studies primarily emphasize patient experiences 
and the practical utility of the technologies in real-world 
settings, but lack comprehensive evaluation of their long-
term effects and clinical outcomes. For example, several 
studies [7, 18, 20–22, 26, 27, 31, 35] involved only a sin-
gle exposure to the intervention. Additionally, limita-
tions in study design, such as small sample sizes, lack of 
control groups, and insufficient follow-up periods, have 
impacted the accuracy and generalizability of the results, 
making it challenging to widely apply and thoroughly val-
idate the findings.

Notably, 13 studies [6, 8, 15, 16, 24–26, 28, 30, 32–35] 
included in this review focused on patients with advanced 
cancer, while the other studies targeted patients with 
advanced dementia [18], advanced heart failure [23], or 
unspecified diseases [7, 17, 19–22, 27, 29, 31]. The com-
plexity and diversity of the palliative care patient popu-
lation pose significant challenges for research, as these 
patients often experience multiple symptoms and com-
plications with rapidly changing conditions. This requires 
highly personalized and adaptable digital technologies. 
Current studies have not adequately addressed these 
complexities, limiting the ability to fully demonstrate the 
potential clinical benefits of these technologies. Future 
research should focus more on refining study design, 
validating long-term effects, and exploring personalized 
applications to fully assess and showcase the potential 
value of digital technologies in palliative care.

Limiting factors of digital technologies in palliative care
Although digital technologies hold substantial poten-
tial for advancing palliative care, their widespread adop-
tion and sustained effectiveness face several significant 
barriers.

One key challenge is the complexity of hardware and 
software operation. Most studies [6–8, 15, 17–23, 25–27, 
29, 31, 33–35] have been conducted in hospitals or pal-
liative care institutions, where professional operators 
provide guidance and support. However, research has 
shown that home care is the preferred setting for many 
palliative care patients [36]. In this context, many elderly 
patients face difficulties in learning and adapting to new 
technologies due to limited digital literacy and reduced 
adaptability. For example, Kabir et  al. [21] highlighted 
that introducing the LIFEView audiovisual technology 
in hospice care required professional teams to provide 
extensive training, with some patients needing repeated 
instructions to achieve basic usability. Thus, the ability of 
healthcare professionals to deliver effective training, cou-
pled with the adaptability of patients, directly influences 
the practical implementation of these technologies. To 
fully realize their potential, it is crucial to address these 
challenges through patient-centered training programs, 
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simplified user interfaces, and robust technical support 
systems.

Access to digital technologies in resource-limited set-
tings remains a critical challenge. Recent data from the 
World Bank reveals that the internet penetration rate 
in low-income countries is only 28%, significantly lower 
than the global average of 63% [37]. Additionally, a report 
from the World Health Organization (WHO) highlights 
that many low-income countries lack reliable electric-
ity supplies and basic network connectivity, which poses 
significant constraints on the use of telemedicine and VR 
technologies [38]. For instance, Ngoma et al. [25] found 
that the mobile palliative care solution “mPalliative Care 
Link” in Tanzania faced significant limitations due to 
unstable networks and equipment shortages, restricting 
its reach to only a limited number of patients. Address-
ing these issues requires the development of technologies 
tailored to low-resource settings, such as remote moni-
toring systems that operate on low bandwidth or offline-
capable data collection devices.

Third, data security and privacy issues present critical 
challenges. According to a U.S. cybersecurity report [39], 
the healthcare sector accounted for 21% of all reported 
data breaches between 2019 and 2021, involving sub-
stantial amounts of patient health information. These 
breaches not only compromise patient privacy but also 
undermine trust in digital technologies among patients 
and healthcare providers. In palliative care, where pri-
vacy-sensitive information such as psychological states 
and medical histories is involved, these risks are height-
ened. To mitigate these concerns, robust encryption 
protocols, such as end-to-end encryption, must be imple-
mented. Additionally, digital tools should comply with 
international privacy regulations, such as the General 
Data Protection Regulation (GDPR) [40], and local laws. 
Regular cybersecurity training should also be integrated 
into healthcare institutions’ digital management strate-
gies to ensure robust protection.

Lastly, the insufficient personalization and adaptabil-
ity of digital technologies requires more attention. For 
instance, Seiler et  al. [31] observed that palliative care 
patients exhibited diverse preferences for VR experi-
ences, with some preferring tranquil natural landscapes 
while others opted for dynamic, stimulating environ-
ments. Designing technologies with greater flexibility, 
such as using AI algorithms for personalized recommen-
dations, could better accommodate the varied needs of 
patients.

Implications for future research and practice
Future research should focus on addressing the key bar-
riers identified in this review to optimize the implemen-
tation and integration of digital technologies in palliative 

care. To overcome accessibility challenges in resource-
limited settings, priority should be given to developing 
innovative infrastructure solutions, such as portable sat-
ellite-based internet systems and solar-powered devices, 
to mitigate connectivity and power limitations. Col-
laboration among governments, non-governmental 
organizations, and private stakeholders will be essential 
to subsidize equipment costs, ensuring affordability for 
healthcare providers and patients. Furthermore, pilot 
studies should be conducted to assess the feasibility and 
effectiveness of these tools in resource-constrained envi-
ronments, providing evidence for wider adoption.

While digital technologies show considerable promise, 
their integration into palliative care remains challenging, 
particularly in regions lacking designated palliative care 
units. The complexity of both hardware and software 
presents an additional obstacle. To minimize these bar-
riers, future efforts should focus on developing simpli-
fied user interfaces and user-friendly systems tailored to 
elderly patients, who often struggle with limited digital 
literacy. Remote training programs, virtual tutorials, and 
AI-guided assistance can further facilitate the adoption 
of technology in home settings. Establishing community-
based support networks and remote technical assistance 
will also be crucial in ensuring ongoing guidance and 
troubleshooting.

Data privacy and security are key concerns, necessitating 
the establishment of internationally recognized standards, 
such as those aligned with the General Data Protection 
Regulation (GDPR). Advanced solutions, including end-
to-end encryption and blockchain technology, should 
be integrated into digital platforms to protect sensitive 
patient information. Additionally, regular cybersecurity 
training within healthcare institutions is vital to minimize 
vulnerabilities and foster trust in digital solutions.

To address the economic challenges associated with 
digital tools, governments and international organiza-
tions should establish dedicated funding mechanisms 
and encourage cross-sector partnerships to share costs 
and optimize resource allocation. Moreover, collabo-
ration between healthcare professionals, technology 
developers, and policymakers is essential to create scal-
able solutions that meet the diverse needs of palliative 
care settings. Finally, future technologies should aim to 
enhance personalization by leveraging artificial intel-
ligence to dynamically adapt to patient preferences and 
clinical conditions. Flexible, customizable features should 
also be incorporated to accommodate diverse user needs.

By prioritizing these actionable directions, digital tech-
nologies can overcome existing barriers, improve patient 
outcomes, expand access to care, and ensure trust and 
security within palliative care systems.
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Conclusion
This scoping review systematically examined the current 
state of digital technology applications in palliative care, 
their potential impacts, and the challenges associated 
with their implementation. The findings suggest that, 
although digital technologies are still in the early stages of 
exploration, tools such as computer systems, virtual real-
ity (VR), and wearable devices show significant potential 
in improving patients’ quality of life, alleviating symptom 
burden, and providing psychological support. Unlike the 
traditional biomedical model, which primarily relies on 
institution-based, clinician-led care, digital technologies 
enable remote monitoring, real-time feedback, and per-
sonalized interventions. These innovations expand the 
reach of palliative care, enhancing its accessibility and 
overall quality.
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